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ABSTRACT

In this note, we report on the first large-scale and practical
application of multiparty computation, which took place in
January 2008. We also report on the novel cryptographic
protocols that were used.
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1. INTRODUCTION AND HISTORY

Multiparty computation (MPC) is an extremely general sub-
ject, and a protocol enabling general secure multiparty com-
putation is a very strong tool that can — in principle — solve
almost any cryptographic protocol problem.

In MPC, we consider a number of players P, ..., P,, who
initially each hold inputs zi,...,x,, and we then want to
securely compute some function f on these inputs where
f(x1,...;xn) = (Y1, ..., Yyn) such that P; learns y; but no other
information. This should hold, even if players exhibit some
amount of adversarial behavior.

The goal can be accomplished by an interactive protocol m
that the players execute. Intuitively, we want that executing
7 is equivalent to to having a trusted party 7' that receives
privately x; from P;, computes the function, and returns y;
to each P;. This “equivalence” can be formalized using, for
instance, Canetti’s Universal Composability framework][5].

*This work was sponsored by the Danish Strategic Research
Council.

The general theory of MPC was founded in the late 80-ties
[16, 3, 7]. The theory was later developed in several ways —
see for instance [21, 18, 8]. An overview of the theoretical
results known can be found in [6].

Despite the obvious potential that MPC has in solving a
wide range of problems, we have seen virtually no practical
applications of MPC in the past. This is probably in part
due to the fact that direct implementation of the first general
protocols would lead to very inefficient solutions. Another
factor has been a general lack of understanding in the general
public of the potential of the technology.

A lot of research has gone into solving the efficiency problem,
both for general protocols [11, 17, 9] and for special types of
computations such as voting [4, 12].

The authors of this paper have been involved in two re-
search projects SCET (Secure Computing, Economy and
Trust) and SIMAP (Secure Information Management and
Processing) that have also aimed at improving the efficiency
of multiparty computation, but this time with an explicit
focus on a range of economic applications, which we believe
are particularly interesting for practical use. In the eco-
nomic field of mechanism design the concept of a trusted
third party has been a central assumption since the 70-ties
[15, 19, 10]. Ever since the field was initiated it has grown in
momentum and turned into a truly cross disciplinary field.
Today, many practical mechanisms require a trusted third
party. In particular, we have considered:

e Various types of auctions. This is not limited to only
standard highest bid auctions with sealed bids but also
includes, for instance, variants with many sellers and
buyers, so called double auctions - essentially scenar-
ios where one wants to find a fair market price for a
commodity given the existing supply and demand in
the market.

e Benchmarking, where several companies want to com-
bine information on how their businesses are running,
in order to compare themselves to best practice in
the area. The benchmarking process is either used
for learning, planning or motivation purposes. This of
course has to be done while preserving confidentiality
of companies’ private data.

When looking at such applications, we found that the com-



putation needed is basically elementary arithmetic on inte-
gers of moderate size, typically around 32 bits. More con-
cretely, quite a wide range of the cases require only addi-
tion, multiplication and comparison of integers. The known
generic MPC protocols can usually handle addition and mul-
tiplication very efficiently. What they really do is actually
operations modulo some prime p, because the protocols are
based on secret sharing over Z,. So by choosing p large
enough compared to the input numbers, we can avoid mod-
ular reductions and get integer addition and multiplication.

This is efficient because each number is shared “in one piece”
using a linear secret sharing scheme, so that secure addition,
for instance, requires only one local addition by each player.
Unfortunately, this also implies that comparison is much
harder. A generic solution would express the comparison
operation as an arithmetic circuit over Z,, but this would
be far too large to give a practical solution, because the cir-
cuit would not have access to the binary representation of
the inputs. So instead we developed special purpose tech-
niques for comparison. While comparison in constant-round
with unconditional security is possible[13], we propose in
this paper a logarithmic round solution that is much more
practical for numbers of realistic size.

The SIMAP project goes a step further and has addition-
ally developed a domain specific programming language smcl
[20]. This language allows you to express the desired compu-
tation, and specify which information should be available to
which players at any given time. Such a program can then
be compiled to code that will run on the players’ machines
and execute the appropriate protocols. The SIMAP project
has been responsible for the application of MPC described
in this paper.

2. THE APPLICATION SCENARIO

In this section we describe the practical case in which our
system has been deployed. In [1], preliminary plans for this
scenario and results from a small-scale demo were described.

In Denmark, several thousand farmers produce sugar beets,
which are sold to the company Danisco, which is the only
sugar producing company on the Danish market. Farmers
have contracts that give them production rights, that is,
a contract entitles a farmer to produce a certain amount of
beets per year and deliver them to Danisco. These contracts
can be traded between farmers, but trading has historically
been very limited and has been done only via bilateral ne-
gotiations.

In recent years, however, the EU drastically reduced the
support for sugar beet production. This and other factors
meant that there was now an urgent need to reallocate con-
tracts to farmers where productions pays off best. It was
realized that this was best done via a nation-wide exchange,
a double auction. Details of the particular business case can
be found in [2]. Here, we briefly summarize the main points:
the goal is to find the so called market clearing price, which
is a price per unit of the commodity that is traded. What
happens is that each buyer specifies, for each potential price,
how much he is willing to buy at that price, similarly sellers

say how much they are willing to sell at each price . All bids
go to an auctioneer, who computes, for each price, the total
supply and demand in the market. Since we can assume that
supply grows and demand decreases with increasing price,
there is a price where total supply equals total demand, and
this is the price we are looking for. Finally, all bidders who
specified a non-zero amount to trade at the market clearing
price get to sell/buy the amount at this price.

This could in principle be implemented with a single trusted
party as the auctioneer. However, in our scenario, we have
some additional security concerns implying that this is not
a satisfactory solution: Bids clearly reveal information, e.g.,
on a farmer’s economic position and his productivity, and
therefore farmers would be reluctant to accept Danisco act-
ing as auctioneer, given its position in the market. Even if
Danisco would never misuse its knowledge of the bids in fu-
ture price negotiations, the mere fear of this happening could
affect the way farmers bid and lead to a suboptimal result
of the auction. On the other hand, contracts in some cases
act as security for debt that farmers have to Danisco, and
hence the farmers’ organization DKS running the auction in-
dependently would not be acceptable for Danisco. Finally,
the common solution of delegating the legal and practical
responsibility by paying e.g. a consultancy house to be the
trusted auctioneer would be a very expensive solution.

It was therefore decided to implement an electronic double
auction, where the role of the auctioneer would be played
by a multiparty computation done by representatives for
Danisco, DKS and the SIMAP project. A three party solu-
tion was selected, partly because it was natural in the given
scenario, but also because it allowed using efficient infor-
mation theoretic tools such as secret sharing, rather than
(much) more expensive cryptographic methods such as ho-
momorphic encryption.

3. THE AUCTION SYSTEM

In the system that was deployed, a web server was set up
for receiving bids, and three servers were set up for doing
the secure computation. Before the auction started, pub-
lic/private key pairs were generated for the computation
servers, and a representative for each involved organization
stored the private key material on a USB stick, protected
under a password.

Each bidder logged into the webserver and an applet was
downloaded to his PC together with the public keys of the
computation servers. After the user typed in his bid, the ap-
plet secret shared the bids, and encrypted the shares under
the server public keys. Finally the entire set of ciphertexts
were stored in a database by the webserver.

As for security precautions on the client side, we did not
explicitly implement any security against cheating bidders,
other than verifying their identity. This is in part because
the method used for encrypting bids (described below) im-
plicitly gives some protection: it is a variant of the non-
interactive VSS based on pseudorandom secret sharing pre-

'In real life, a bidder would only specify a small number of
prices, namely those where the quantity he wants to trade
changes, and by how much. The quantities to trade at other
prices then follow from this.



sented in [14]. Using this method, an encrypted bid is either
obviously malformed, or is guaranteed to produce consis-
tently shares values. This means that the only cheating
that is possible, is to submit bids that are not monotone,
i.e., bids where, for instance, the amount you want to buy
does not decrease with increasing price, as it should. It is
easy to see that this cannot be to a bidders advantage. As a
final word on the client-side security, we considered security
against third-party attacks on client machines as being the
user’s responsibility, and so did not explicitly handle this
issue.

After the deadline for the auction had passed, the servers
were connected to the database and each other, and the
market clearing price was securely computed, as well as the
quantity each bidder would buy/sell at that price. The rep-
resentative for each of the involved parties triggered the com-
putation by inserting his USB stick and entering his pass-
word on his own machine.

The computation was based on standard Shamir secret shar-
ing over a field GF(p) where p was a 65 bit prime. Standard
protocols with passive security were used for addition and
multiplication, while a protocol described in more detail be-
low was used for secure comparison. We settled for passive
security because our most important goal was to avoid that
any party would need access to bids in cleartext at any point,
and passive security already achieves this.

The system worked with a set of 4000 possible values for
the price, meaning that after the total supply and demand
has been computed for all prices, the market clearing price
could be found using binary search over 4000 values, which
means about 12 secure comparisons.

The bidding phase ran smoothly, with very few technical
questions asked by users. The only issue was that the ap-
plet on some PC’s took up to a minute to complete the
encryption of the bids. It is not surprising that the applet
needed a non-trivial amount of time, since each bid consisted
of 4000 numbers that had to be handled individually. A to-
tal of 1200 bidders participated in the auction, each of these
had the option of submitting a bid for selling, for buying, or
both.

The actual computation was done January 14, 2008 and
lasted about 30 minutes. Most of this time was spent on
decrypting shares of the individual bids, which is not sur-
prising, as the input to the computation consisted of about
9 million individual numbers.

As a result of the auction, about 25.000 tons of production
rights changed owner.

To the best of our knowledge, this was the first large-scale
and genuinely practical application of multiparty computa-
tion.

4. THE CRYPTOGRAPHIC PROTOCOLS

Abstracting away some of the details, the scenario we have
is the following: a large number of clients deliver inputs
to a multiparty computation, that is to be executed by n
servers, where n is usually quite small (3 in our case). The

input from client ¢ is an ordered list of nonnegative integers
{zi;j] j = 1...P}, where index j refers to one of the P possible
prices per unit, in increasing order. Such a list is called a
bid. A bid can be a sell bid in which case the list is non-
decreasing, or a buy bid in which case it is non-increasing.
For a buy bid, z;; is the quantity the bidder wants to buy at
the i’th price per unit, similarly for sell bids, the elements of
which we will denote by y;;. Due to the practical constraints
It must be possible to deliver these inputs non-interactively
to the servers, but we assume that public keys for the servers
are available to the clients.

The secure computation consists of computing the total de-
mand and supply at each price, namely

dj =Y @iy, s;=) yi, j=1.P
@ @

and to finally find the index jo for which d;, — sj, = 0, or
at least is a as close as possible to 0. Since supply increases
and demand decreases with increasing price, this can be done
by binary search over the indices 1..P. In other words, we
can find jo using secure comparisons between d; and s; for
log, P values of j. Note that it is OK to make the com-
parison results public: we want jo to be public anyway, and
from this, the result of the comparison between d; and s;
already follows for any j. Finally jo is made public, as well
as Tijy,Yijo for all 4, i.e., the quantity each bidder will buy
or sell.

We chose to implement this based on standard Shamir se-
cret sharing among the n servers, where we assume honest
majority and a passive adversary. We used a prime field Z),
where p is chosen appropriately for the size of input numbers
we expect (in our case p was 65 bits). By [z] we denote a
set of shares of the number .

4.1 Submitting bids

The first issue is how the clients should supply the input
numbers in shared form. The naive solution of simply secret
sharing each z;; and encrypt each share under the server’s
public key has the problem that servers have no way to
check that the sharings created are consistent, unless we ap-
ply zero-knowledge proof techniques, which would have been
completely impractical for the amounts of data we deal with.
Cheating clients may not be a serious concern in our case,
where users have a common interest in the auction func-
tioning properly, but a more immediate practical problem is
that the straightforward method would expand the data a
client needs to send by a multiplicative factor of at least the
number of servers.

Instead, we propose a variant of a non-interactive VSS tech-
nique from [14]. We describe it here for simplicity in our con-
crete case where n = 3. We create 3 key pairs (pki, sk;),i =
1, 2, 3 for a secure public-key cryptosystem, and give to server
¢ the two keys sk; where j # i. Now let fi(x),7 = 1,2,3
denote the polynomial of degree at most 1 satisfying that
fi(0) = 1, fi(4) = 0. One can now communicate a list of
numbers x4, ...,zp in Z, to the servers in encrypted form as
follows:

1. Choose keys K1, K2, K3 for a pseudorandom function



F' that takes an index j as input and produces output
in Zp.

2. Output encryptions Ep, (K;),i =1,2,3.
3. For j = 1..P, compute and output
Y = Fry (§) + Fiey (§) + Fr (§) + 2 mod p

Each server ¢ can now process such an encryption and com-
pute a Shamir share of each number:

1. Decrypt the two ciphertexts Epi; (K;) where ¢ # £.

2. Compute your share shareg,; of x; as follows: sharee; =

Yj — Fre (1) /1(6) = Fie, (5) 2(€) — Fres (7) f3(£)

baring in mind that since f¢(¢) = 0, it does not matter
that you don’t know K.

It is straightforward to see that if we define the polynomial
9; as g = Y; — Fr, (§) f1 — Fr, (§) f2 — Fr; (§) f3, then indeed
deg(g) <1, ¢;(0) = x; and g;(¢) = share,,; so that a valid
set of shares has indeed been computed.

Generalizing this to an arbitrary number of servers and Shamir

sharing with threshold ¢ is straightforward: One associates a
key pair (pka, ska) to every set of servers of size ¢, and ska
is given to all servers not in A (the above is the special case
with ¢ = 1). Likewise, we use the polynomial f4 of degree
at most ¢ where f4(0) =1 and fa(i) =0 for all 7 € A.

This method has a number of advantages:

1. Except for an additive overhead depending on the num-
ber of servers, the encrypted list is the same size as the
list itself.

2. Assuming the decryption algorithm of the public key
system is deterministic, the decryption process always
results in consistent shares of some list of values, even
if the client does not follow the protocol.

3. If a server looses its secret keys, they can be recon-
structed by talking the other servers.

We assume below that the numbers in bids are significantly
smaller than p, i.e., they have bit length less than half that of
p. The method described above in principle allows a bidder
to send numbers that are too large, possibly causing the
computation to fail. It is possible to protect against this as
well, namely by limiting the size of the pseudorandom values
Fk,(j) so they are, for instance, half as long as p. Since the
number to be shared is the sum of some peudorandom values
and a public value, we can now bound its size. However, the
pseudorandom values are now no longer uniform mod p and
therefore, to protect the privacy of honest bidder, they must
be significantly longer than the integers to be shared. If
honestly chosen bids contain 32 bit integers, a typical choice
would be to have 64 bit long pseudorandom values and so
p should be 129 bit. This increase in size of p implies a
general loss of efficiency and an increase in size of data. On

the other hand, to actually cheat, a bidder would have to
write his own client program, and we estimated that the risk
of bidders cheating in this way was too small to motivate the
extra cost of protecting against it.

4.2 Secure Comparison

It remains to describe how to compare the d; and s;’s, i.e.
determine the branching conditions for the binary search.
As noted above, the difficulty lies in the fact that the values
are secret shared. Only abstract field arithmetic over Z,
is present, thus specifically there is no access to the binary
representation of the numbers. A purely arithmetic solution
is not feasible, so a different approach must be taken. As
noted above, for efficiency, the comparison considers num-
bers of bounded size compared to the 65 bit modulus, p.
With ¢ = 32 bit d; and s;’s it is possible to perform the
integer arithmetic needed for the comparison protocol.

When comparing values d and s, it is easy to see that the
comparison result follows from the £’th bit of 2° + d — s
(counting the bits from zero). This bit is extracted in two
steps: First the problem is transformed to one where the
binary representation of involved numbers is available. This
transformed instance is then solved, and from the solution,
we compute the solution to the original problem.

4.2.1 Transforming the problem

We start by the servers generating [r] for a random, secret
shared value r € Z, unknown to all, along with secret shar-
ings [r;] of its binary representation, r¢414«,...,70 € {0,1},
where £ is a security parameter controlling the statistical se-
curity of the protocol. We use k = 30 in the implementation,
as we must have £ + 1+ k < |[logp| = 64. Generating r is
done by first generating bits randomly in shared form over
Zp, and constructing a sharing of r from this by taking a
linear combination. This is done exactly as in [13]. We then
convert each [r;] into a sharing over GF(2®), denoted [r;]2s6-
We go to GF(2%) for efficiency reasons; xor on shared values
will be used repeatedly in the following and in GF(2®) this
is simply addition.

The conversion is done by having each server produce [s;], [b;]256

for a random bit b;, and random k-bit number s;, chosen
such that its least significant bit is b;. It is now (statisti-
cally) secure to open r; + Z]. sj. The least significant bit of
this number equals r; © b1 & - - - & b,,. Adding this bit to the
shares of [b1 @ - -+ @ bn]2se produces [r;]256.

In the next step, the servers compute and reveal
a= (2””” - r) + (2Z +d— s)

which is statistically secure since r was chosen to be random
and & bits longer than d, s. This computation can be seen as
occuring over the integers, as the bit-lengths of the numbers
prevent overflow.

We now have the transformed instance of our problem: given
the public a and the set [r;]256, compute the £’th bit of

at+r=2F1tr ot g

It is straightforward to see that this bit will also give the
solution to the original problem, but we are now in a more



favorable situation: a is public and the bits of the binary
representation of r are secret shared.

4.2.2 Solving the binary problem

The desired result - the £’th bit of - a + r - is simply the xor
of ag, r¢, and the £’th carry-bit c¢, produced while adding a
and r.

The computation of carry-bits can be perceived as follows.
If a; # r;, then the present carry-bit ¢; is propagated on up,
ci+1 = c¢;. However, if a; = r;, then the next carry-bit is
set to their value, ciy1 = a; = r;. The goal is therefore to
determine a; at the most significant (left most) bit-position
i < ¢ where a; = r;.

Consider now a list of £ pairs of bits, (*/"). We can com-
pute the answer using an operator on bit-pairs, ¢, defined

() () - (i)
X Y tAXOY)DX

It can be verified that this discards the z-pair when x = 1,
otherwise the y-pair is discarded. We can therefore get the

answer by computing
(ae D rz) <ao D 7“0)
OO .
ae ao
This computation is done over GF(2%), using the sharings
[ri]256, since then @ does not cost communication and multi-

plications costs less communication since shares are shorter
than those from Z, 2.

As ¢ is associative, we can do the ¢ operation on all /¢
pairs and hence find the comparison result for d; and s;
in O(log(¢)) rounds, using O(¢) secure multiplications.

In [13] a (more complicated) constant-round solution was
proposed. However, our solution is much more practical
for the size of numbers in question: The diamond operator
executes in a single round, so only log(32) = 5 rounds are re-
quired for its repeated application. This implies less than 10
rounds overall. In comparison, the solution in [13] requires
more than 100 rounds, and though more efficient constant-
rounds solutions have been proposed, these are nowhere near
as efficient as the present for the input size in question.

5. CONCLUSION

How successful have we been with the auction system, and
does the technology have further potential in practice?

Other than the fact that the system worked and produced
correct results, it is of course important what users think.
In this connection, we can note the results of an on-line
survey that was conducted simultaneously with the bidding
phase. Here, about 80% of the respondents said that it was
important to them that the bids were kept confidential, and
also that they were happy about the confidentiality that the
system offered. We find that, in particular, the fact that
confidentiality is seen as important is very interesting. Also

0

2In practice, we append a pair (0

the case where a; # r; for all 4.

) on the right to handle

Danisco and DKS have been satisfied with the system, and
plan to run the auction again in coming years.

In judging the further potential of multiparty computation,
it is important to ask what motivated, at the end of the
day, DKS and Danisco to try using such a new and untested
technology? One important factor was simply the obvious
need for a nation-wide exchange for production rights, which
had not existed before, so the opportunity to have a cheap
electronic solution - secure or not - was certainly a major
reason. We do believe, however, that security also played a
role. If Danisco and DKS would have tried to run the auc-
tion using conventional methods, one or more persons would
have had to have access to the bids, or control over the sys-
tem holding the bids in cleartext. As a result, some security
policy would have had to be agreed, answering questions
such as: who should have access to the system and when?
who has responsibility if data leaks, and what are the con-
sequences? Since the parties have conflicting interests, this
could have lead to very lengthy discussions, possibly bring-
ing the whole project to a halt. Alternatively, the parties
might have found a solution in collaboration with, e.g., a
consultancy house as mediator, but this would have been a
more expensive solution, and the parties would still have had
to agree on whether the mediator’s security policy was sat-
isfactory. As it happened, there was no need for this kind
of negotiations, since the multiparty computation ensured
that no one needed to have access to bids at any point.

Our conclusion is that the ability of multiparty computa-
tion to keep secret everything that is not intended to be
public, really is useful in practice, because it short-circuits
discussions and concerns about which parts of the data are
sensitive and what common security policy one should have
for handling such data.

It is sometimes claimed that the same effect can be achieved
by using secure hardware: just send all input data privately
to the device which then does the computation internally,
and outputs the result. Superficially, this may seem to be a
very simple solution that also keeps all private data private.
Taking a closer look, however, it is not hard to see that the
hardware solution achieves something fundamentally differ-
ent from what multiparty computation does, even if one
believes that physical protection cannot be broken: note that
we are still in a situation where some component of our sys-
tem - the hardware box - has access to all private data in
cleartext. If we had been talking about an abstract ideal
functionality, this would not be a problem. But a real hard-
ware box is a system component like any other: it must be
securely installed, administrated, updated, backed up, etc.
This must be done under a security policy that all parties
can agree on, and parties must trust that the administrator
adheres to the policy. Again, it may be time-consuming,
expensive or even impossible to reach agreement on all this
if parties have conflicting interests. We believe that a much
more natural use of secure hardware is for each party in a
multiparty computation to use it in order to improve his
own security, i.e., to make sure that the protocol messages
is the only data his system releases.

We therefore expect that multiparty computation will turn
out to be useful in many practical scenarios in the future.
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